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STATE OF THE FACILITY SECURITY OFFICER

Behind every security clearance or classified program is a security officer maintaining that eligibility and 
keeping those classified programs safe. The good news is security clearance reforms baked into Trusted 
Workforce 2.0 are beginning to move the needle in the right direction when it comes to common 
issues like reciprocity and clearance processing times. The bad news? New initiatives like Controlled 
Unclassified Information (CUI) are coming fast and hot on the heels of security officers today. 

Perhaps the biggest issue affecting the security workforce today is the one facing the overall national 
security community – an increasingly gray workforce. The good news is an enviable 72% of security 
professionals cited more than 10 years of experience. The bad news? There are fewer professionals 
today than in last year’s report citing 6 years or less of experience, which could signal fewer young 
professionals entering the profession.

Perhaps the worst issue facing security professionals today is the lack of those taking advantage of 
software and resources to assist them in their training and security clearance tracking efforts. While 
more security officers report being in weekly contact with the C-suite, perhaps too few are taking 
advantage of the opportunity to advocate for more funds and resources to help them accomplish the 
mission. Or if they are, those requests are not leading to a greater allocation of dollars.

Most concerning of all is the fact that 2% of respondents said they were using a paper-based system 
to keep track of their cleared personnel. When failure to keep clearances up-to-date could end in 
contract loss or criminal prosecution, relying on a paper system isn’t just a security risk, it’s a business 
risk, as well. 

A growing number of respondents were dual-hatted into another role beyond FSO, 62%. When they’re not 
maintaining classified programs, security officers are also working in HR roles, recruiting, cybersecurity, 
and information assurance.

Are you dual-hatted as an FSO?

NO
2022

43%
57%

20222023

39%

61%

2023
YES

7% 

6% 

6% 

4% 

39% 

double as cybersecurity specialist

also act in information assurance

spend time in business development

serve in another role, from contract manager 
or office manager to technical writer or 
finance manager.

fall into HR and recruiting roles

1% increase from 2022

Equal to 2022

1% increase from 2022

2% increase from 2022

1% decrease from 2022
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What is your biggest pain point in the security clearance process?

Slow clearance processing times

2022 8%

Reciprocity/ transfer of trust

eQIP/DISS

Applicant errors or issues

Communication with HR/
hiring managers

26%

16%

15%

17%

11%

Other 15%

4% decrease
from 2022

4% decrease
from 2022

4% decrease
from 2022

5% increase
from 2022

7% increase
from 2022

1% increase
from 2022

What aspect of your job creates the most headaches?

CUI 26%

19%

9%

8%

1%

DCSA inspections

Supply chain risk management

Personnel clearances

Classified visits and meetings

19%

18%

Other

Insider threat

5% decrease
from 2022

4% increase
from 2022

1% increase
from 2022

3% increase
from 2022

2% increase
from 2022

3% decrease
from 2022

2% decrease
from 2022

The good news is the usual suspects when it comes to pain points are down in almost every area (other 
than applicant errors/issues). DISS transfer issues appear to have been somewhat addressed, with fewer 
respondents citing eQIP and DISS as pain points. For the 15% of respondents who cited ‘other’ as their 
key pain point in the clearance process, the responses ranged from inconsistencies with government 
customers, CAC credentialing, or everyone’s favorite four letter acronym – NBIS, the National Background 
Investigation Services.

When it comes to the broader job and not just the clearance process, CUI continues to dominate as a 
pain point, although the percentage has dropped slightly. Headaches coming up in the ‘other’ category 
including not being included in the proposal process, training, and the process for assigning and 
tracking data.



State of the Facility Security Officer 20234

What topic generates the most questions from employees or applicants?

eQIP/
SF-86

Clearance 
processing

delays

Continuous 
vetting/ 

continuous 
evaluation

Self-
reporting

Foreign 
travel 

reporting

Reciprocity/
transfer of 

trust

Counter-
intelligence 

issues

2022 Data 2023 Data25%

22%

17%17%

16%

8% 3% 2% 2%
4%

17%

9%

21%21%

Other

7%

10%

Average Clearance Processing Times

Application

Application

Investigation

Adjudication

HIGH TIER Moderate tier
OLD:

114 days for 
average of 

90% fastest 
cases

OLD:
74 days for 
average of 

90% fastest 
cases

NEW:
75 days for 
average of 

100% cases

NEW:
40 days for 
average of 

100% cases
Adjudication

Investigation

Security clearance processing times remain the number one pain point in the clearance process. 
That number is going down, along with average clearance processing times. And thanks to new, even 
more aggressive benchmarks announced in March, security officers should expect vetting timelines to 
continue decreasing.

30%

10%

20%
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When you have questions, where do you go for the BEST guidance? 

Questions about SF-86 issues are down, but concerns about reporting foreign travel are up. New foreign 
travel reporting requirements under Security Executive Agent Directive (SEAD) 3 have been supported 
within DISS for less than a year now, and many employees or applicants still wonder what is required. 

When it comes to issues in the ‘other’ category, it’s not just FSOs having issues with CUI –top areas for 
candidate questions in the ‘other’ category were CUI and another ‘c’ word – cannabis. 

23% 6%45%

DCSA or government 
representative

Other FSO’s OtherProfessional 
Organizations or 

associations

27%

Professional organizations saw a major uptick in positive responses in 2023, with 45% of respondents 
saying professional organizations and associations were their go-to source for the best guidance. Those 
citing a DCSA or government rep were down. DCSA established a new field structure in 2021, but the 
agency is continuing to work to address any issues arising from the consolidation of Defense Security 
Service mission and the consolidation of personnel and industrial security under one umbrella.

Do you regularly brief or meet with 
leadership/C-suite executives? How often do you regularly brief or meet

with leadership?

2023
30%

50%

10%

0%

20%

40%

The importance of security is often evidenced by how much the C-suite is engaged in security activities. The 
good news is 79% of security officers regularly meet with their leadership. The bad news is, 21% don’t. The 
number of respondents meeting with leadership weekly has gone up, and that’s also good news.

2022
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PowerPoint and email or newsletters remain the prominent training method used by security 
professionals, but on-demand courses, webinars, and video had a year-over-year uptick. While there are 
fewer respondents who note they never use video, it’s clearly the lesser used training method.  While 
there are fewer respondents who note they never use video, it’s clearly the lesser used training method. 

Do you use third-party vendors to assist 
with security trainings? 

Do you use a security information 
management system? 

NO NO
2022

80%

54%

20%

2022 20232023

84%

46%

16%

2023
YES YES

30%

50%

70%

80%

10%

0%

20%

40%

60%

Security professionals aren’t getting any younger – and they aren’t getting any more help when it comes to 
security training and management systems. Just 16% use third parties to assist with security trainings, and 
less than half (46%) use a security information management system. 

In the wake of a recent news report that lapsed security clearances were an issue for more than 250 
personnel involved in the Air Force One program, it’s a clear reminder that keeping track of personnel 
security records is a vital aspect of any security office. 

On-demand courses

Email/ newsletter

Video

Powerpoint

In-person briefings

NEVER REGULARLYSOMETIMESOCCASIONALLY ALL THE TIME

How often do you use each of these training methods?

16%

12%

8%

9%

17%

22%

16%

8%

7%

18%

19%

26%

18%

20%

36%

24%

21%

37%

30%

21%

19%

25%

29%

34%

9%
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What Software do you use/How do you track your information? 

Third Party
Security Information System

Excel

Spreadsheets

Company Created Database/
HR Database

DISS

N/A

Paper-based

Other

26%

20%

8%

6%

5%

4%

2%

29%

When asked how they are keeping track of their information, what may be most shocking is that 2% 
admitted to using a paper-based system to track their cleared personnel. Among those citing ‘other’ as 
the response, there were a variety of methods from desktop files to ‘the cybersecurity team does it.’

 “Security officers have a vital national security function, “said Michael Struttmann, CEO of SIMS Software. 
“I think this is a clear area where security professionals need support, and where companies and their 
accountable Senior Management Officials can step up and provide the resourcing to ensure not just the 
security of programs, but the stability of their business in this critical compliance area.”

As Trusted Workforce 2.0 continues to roll out, there will be even more professionals within the 
government’s Continuous Vetting (CV) program, and more opportunities, for personnel to transfer 
between contracts. That’s good news for business – but bad news for security where paper-based 
systems and spreadsheets reign supreme. 

Do you feel you currently have the technology necessary to do your job well?

15% no85% YES

2022

22% no77% YES

2023
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In what is a clear sign that security officers are feeling the strain of tracking their personnel, there was 
an 8% uptick in the number of respondents who said they don’t have the technology necessary to do 
their jobs well. When asked for more specifics, they cited a lack of investment in technology and manual 
tracking of employees as pain points in the process.

Security professionals today are under increasing pressure – improvements in the personnel security 
process also means changes for security officers to embrace. Whether it’s DISS or NBIS, CV or 
reciprocity – new challenges (and acronyms, and systems), just keep coming. While it’s clear the C-suite 
is starting to take personnel vetting and facility security seriously, as evidenced by the number of 
respondents meeting weekly with their leadership, if those meetings aren’t also leading to resources for 
security to perform the job, a critical gap remains. 

The other gap is in the number of respondents at the entry-level. While experience is key, so is having 
enough new personnel to fill roles as more experienced professionals retire. As the complexity and 
breadth of the personnel security program continues to grow, it needs the tools, resources, and staffing 
to address it.


